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ABSTRACT KEYWORDS
In this article, the increase in the number and types of | Cybercrime, information
cybercrimes occurring in the world as a result of the development | security, digital
of the Internet has a significant impact on big data, the issue of | transformation, information
storing large amounts of data and ensuring security in systems, m_formgtlon
. . ) protection, intelligent
communication channels is focused on. In this process, proposals information security
are made to ensure the security of big data and prevent its 10ss. | management system,
In particular, in the construction of any intellectual system of | operation of various control
information security management, it is envisaged to take into | systems, symmetric and
account the total costs and losses of the object receiving the | @ymmetric coding methods.
information.

Introduction

As everyone knows, the number of cybercrimes on the international Internet has increased dramatically
recently. Naturally, this is due to the accelerated increase in the number of modern mobile
communication information systems, processing large volumes of various types of information. Such
a rapid development of the Internet leads to great problems of ensuring security from various cyber
threats. Therefore, the problem of ensuring the transmitted, processed and stored data requires the
development of more modern systems for protecting this data. Data centers or data processing centers
that specialize in hosting specialized computer devices designed for storing large amounts of data,
processing information, as well as providing customers with communication channels for access to the
Internet.

According to statistics, according to Steve Morgan, editor-in-chief of Cybersecurity Ventures:
Cybercrime is predicted to cost the world $8 trillion USD in 2023, according to Cybersecurity
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Ventures. If it were measured as a country, then cybercrime would be the world’s third largest economy
after the U.S. and China [1].

In this case, users of which can be both state-owned enterprises, organizations, institutions, and
commercial enterprises using various virtual services. A huge amount of heterogeneous information
with a certain value is transmitted through these virtual channels. Currently, with the transition to
market relations, any information becomes a commodity (product) for the recipient, and each one
individually may have a different value in terms of semantic content. As is known, information security
Is understood as the protection of information and supporting infrastructure from accidental or
intentional impacts of a natural or artificial nature that can cause unacceptable damage to subjects of
information relations, including owners and users of information and supporting infrastructure. And
information protection is a set of measures aimed at ensuring information security.

Currently, information security tools in computer systems and networks can be divided into [2-3]:

- organizational (organizational — technical and organizational — legal) means of protection;

- technical, i.e., electronic, electromechanical and other hardware means of protection;

- software protection tools; - legal remedies;

- physical means of protection;

- means of information protection during transmission via communication channels;

- special means of protection against various computer viruses and others.

Sometimes cryptographic means of information protection are singled out separately, although they
can be conditionally attributed to software and technical means of information protection. For all of
the above information security tools, there are currently quite a lot of developments dedicated to
software, organizational, technical, legal and cryptographic security tools. As everyone knows, solving
the problem of ensuring information security in telecommunication networks, computer information
processing systems is a complex and complex task.

The protection of information in the transmission, processing and storage of data is becoming an
important task in the modern world. Workstations of a particular organization can be reliably protected,
but when data is transferred outside the perimeter closed from penetration, the probability of leaks
increases. Very often, the use of insufficiently effective means of protection causes the loss of personal
data of citizens, their bank card numbers, information having the nature of a trade secret. The use of
modern methods of information protection should be the main goal of creating an information security
system.

In order to ensure the security of information, it is necessary to purposefully and regularly use methods
and tools, as well as the implementation of various measures to maintain a given level of information
security across the entire set of indicators and security conditions. For a scientifically-based choice of
information security policy, it is necessary to answer the following questions:

- what is the risk of losing this or that type of information;

- what information should be protected and from whom;

- what degree of protection is required for each type of information;

- what organizational, technical and software protection tools should be used;

- what will be the costs of protecting this information, etc.

When creating information security systems, it is necessary to study in detail the object for which it is
being created, to develop a private model of the violator. The next stage is the development of
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requirements for the information security system, which should take into account the goals and
objectives set for the system, the technical requirements of the customer and the real threats of the
information resource of the object, on the basis of which the information security system is being
developed. At the same time, the most advanced, promising methods and means of information
protection must be analyzed.
Currently, most of all will be directed to the development of information security tools using intelligent
tools, i.e., with the development of knowledge bases and hardware-technical means of protection based
on the use of human biological parameters. During identification and authentication, in this case, in
addition to the login and password, five most common types of biometrics can be used to enter the
subject’s information system, such as a fingerprint, a face image, a voice, an iris, and a drawing of the
veins of a person’s palm and finger. And when transmitting via communication channels,
cryptographic means of information protection will be used.
The approach we propose is that when developing the above-mentioned information security
management systems and choosing one or another means of protection, it is proposed to take into
account the importance of this information, determined by its value [4]. In many specific cases,
obtaining distorted, altered information, or not receiving the necessary information due to the impact
of deliberate attacks by the violator will be conditionally considered erroneous. If this message is
delayed and there is an error in the information received in the systems or objects where it is used,
certain processes will proceed in a suboptimal way, i.e., with some losses, which will lead to material
damage and can be determined by cost expressions. This expression can be defined both in monetary
terms and in labor costs [5-6].
The average value of these losses may be non-linear and may increase rectilinearly, smoothly or
instantly, depending on the content and importance of this message. The proposed approach for
ensuring information security in computer networks and telecommunications systems is that when
developing and building any information systems and information security tools, it is necessary to take
into account the cost losses from untimely acceptance or errors of information, taking into account
their value determined by the recipient of this information. Since any information is a valuable asset,
the possession of which increases the competitiveness of business companies. Its protection becomes
the goal not only of market participants and citizens, but also of states and law enforcement agencies.
At the level of international law, fundamental documents on the protection of information are being
adopted, articles related to crimes in the field of information security have already been introduced
into the criminal codes of most countries. The value of the information should be determined by the
material effect of saving the generalized labor costs of the recipient object to achieve the goal, i.e.,
ensuring the required protection of the system information. In general, the achievement of the goal is
described by the expression

P =P, - [Sis + Sn].
where: Sis, Sn — respectively the reduced costs of a reliable information system and losses for its
construction; P - an indicator characterizing the operation of the combined system (profit, productivity,
quality and quantity of products, the degree of completion of the task, etc.); P, - an indicator P, which
takes maximum values with absolutely reliable operation of the information system, ensuring the
specified information security. The advantage and advantage of this expression is the fact that P
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synthesizes changes in the cost of not only creating a secure information system, but also the losses of
the managed object during its operation [10, 12-13].
For optimal construction of information security systems, it is necessary to minimize these total cost
losses, taking into account the costs of building the created system as a whole [2]. The main criterion
for ensuring any information system that provides reliable protection of information from various
external influences is to minimize the above total cost losses depending on the value of the transmitted,
processed and delivered to the user of the functioning object. These indicators can be obtained in
advance by modeling or experimentally.
The application of this criterion (minimum losses) will create a more reliable information security
system with minimal financial and labor costs. Currently, cryptographic means of protecting
information in telecommunications networks are very widely used. Therefore, studies have been
conducted on the use of various methods of information protection in the transmission of conditional
form (open and labeled "DSP") information through communication channels in telecommunications,
computer systems and networks.
Various methods of threats and attacks arising in computer networks, possible ways of their definition,
methods of cryptographic means of information protection using both symmetric and asymmetric
coding methods, as well as methods of information security of various databases are considered. The
corporate network was modeled using the example of one university with branches, transmitting
information in Uzbek and Russian. Algorithms of the data transmission system for the selected
corporate computer network have been compiled in DES (Data Encryption Standard), AES (Advanced
Encryption Standard), IDEA (International Encryption Algorithm) and software tools in the
algorithmic scripting languages PHP and Java Script. The results obtained showed the correctness of
the chosen method of information protection. These results can be used in the design of local, corporate
and even regional computer systems and telecommunications networks, as well as in the operation of
such information processing systems and networks of various levels and purposes. Based on the above,
an effective method of improving the quality of functioning of computer networks and
telecommunications systems will be the organization of priority message service, which consists in
providing advantages to messages with a higher priority or messages with large cost losses from the
delay in delivering information, which we will call a temporary value characteristic (VCC) [2, 7].
The general task of synthesizing an optimal priority system can be formulated as follows: to divide the
total flow of messages into n streams and organize their transmission in such a way as to maximize the
value of [3,8]:
heq LM

we = St
where: - WE is a network efficiency indicator that characterizes the value of the transmitted messages;
L«- relative share of the K-th priority stream; Qx - probability of timely transmission of messages of
the Kth stream. In order to assess the degree of influence of each of the message flow parameters, we
will consider separately priority systems by value or by message aging time [13-16].
Let the general flow of messages be characterized by the density of the distribution of the value of
messages f (Co). The first priority will include messages having Co>Cj1, the second - having C2<Co<Cj,
etc. The task is to find such values of C. (k=1, n=1) at which the maximum value of W is provided. In
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this case, it is more convenient to use a slightly different expression for We (without normalizing the
values of messages):
_ Zﬂ:l Lk(CO)QE (2)

We =
E = yn  LiMi(Co)

It is easy to show that:
LiM;(Co) = f¢. Cof(Co)dCo,n (3)
Cr_ —_
LMi(Co) = [ 7 Cof(Co) dCo , k = 2,1 (4)
Yot LiMi(Co) = [, Cof(Co)dCo = M(Co) 5 (5)
_ 1—pk+1Q§+1
Qe = Qo — iz, - (6)

To find Q«k, we use expression (6) to investigate the impact of only the value of messages, let’s say, L

= 1,
v = v(k = 1,n). Then you can write:
— 1_21‘;1 Pi
Qk Y [u=t+(v+eg_1 [Tk—a(V) " -pi (7)
, AN AL
where: p; = el pL;;

[Me-1(v) = TS Apeicly (v + 6—q = 65— [Te-1(v) + )7 (8)
Resolving (8) with respect to []«-1(V) we obtain:

Mees) = 250 [(2iien)® 1)

26k-1 26K-1 6k—1

Given that []x-1(v) must be less than 1, and replacing 6=v/u we get:

1+6+p Ykl 1+6+p Xkl 2 1
MMe-1(8) = — S = j ( ) oy (0

2pYltL; 2pYltL, ke

1-p Zk=_11 Li
= 1 1
Qi 8{1+[8+p TE ! Li(1-[Tk-1(8))]"1}—pLi (1)

1-p 2 L
Qu = pf 1 (12)
8{1 }—ka

“oro SR L 1Tk —1 (8)

In particular, let’s talk about the work being carried out in Uzbekistan regarding the maintenance of
databases of enterprises and organizations. According to the Presidential Decree No. 1989 dated June
27, 2013, large projects planned to be implemented in the field of information technologies were
announced. By now, almost all of them have been completed. According to the Presidential Decree
No. 1989, it is planned to launch data processing centers in three cities of Uzbekistan: Tashkent,
Kokand and Bukhara. In 2022, a data processing center located in the Tashkent region was launched.
A system firstly with 20 petabytes of memory has been established in the data center in cooperation
with the Chinese company Huawei. It has 580 servers, and diesel generators with a total power of 5
megawatts ensure continuous operation of the system. The building’s cooling and fire safety systems
also meet all requirements. In general, the Data Center has a TIER Il certificate issued by the
international “Uptime” institute.

The data center was launched on the strategy of “Digital Uzbekistan — 2030 [17]. The data center will
save billions of dollars spent by government agencies on data storage and technical support, and the
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quality of services provided to citizens and entrepreneurs will improve. Most importantly, reliable
protection against cyberattacks is provided. Taking this into account, starting from March 2024,
my.gov.uz - the Single interactive state services portal was also moved to this data center. Gradually,
government institutions are moving their sites and information systems to the Data Center to ensure
information security, ensure data integrity and avoid cyberattacks. In the future, it is planned to launch
Data Centers in the cities of Bukhara and Kokand. This certainly guarantees comprehensive protection
of their data from state organizations.

CONCLUSION

The results of the study of the priority system based on the separation of flows of requirements
according to their value, allows us to draw the following conclusions:

1. Reduces the generalized costs of the recipient object of information.

2. The gain is obtained with any division of the stream into priorities (even suboptimal), when
messages of high value are assigned a higher priority.

3. The gain from the introduction of a priority system increases with an increase in the number of
priorities, an increase in the load and with a faster aging of information.

4. Allows you to avoid blocking the system even with large overloads.

Based on the above, when building any intelligent information security management system, we
consider it appropriate to take into account the value of the processed and delivered information, taking
into account the total cost losses of the recipient object of information.
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