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ABSTRACT KEYWORDS

This article provides an analysis of current threats and mechanisms in cloud | Cloud, Cloud ACCESS
technologies. In addition, clouds name, computer systems, all of the | Security, Saas (Virtual-
computers within the same network, are analyzed in clouds to display AS-Service, DOS
information within it. Each computer is not considered as an independent (DENAL-AS-Service,
unit, but a whole system. In general, the user is provided directly to work
directly to work. All network resources available through servers are DOS ([_)ENAL'USER)'
illuminated. Hypervizor,  Cloud
Modern information technologies often play a major role in the success of | Security Alliance
all areas. There are a number of means and options that allow us to use full | (CSA) ) and others.
power of cloudy technologies. The concept of cloudy technologies is really
important because it can become a turn point of doing business and take it to
a completely new level. This means that it can bring income not only for
businesses, but also for the state.

Introduction

Cloud computing security is a set of technologies and strategies that help protect cloud data,
applications, infrastructure in organizations as well as meet standards [1].

Identity management, privacy, and access control are especially important for cloud security. Because
cloud systems are generally common and are available on Internet sources. Since it is typically used
for continuous daily activities from cloud computing and public cloud providers, security measures
related to cloud computing as well as vulnerability mitigation should be prioritized [1].

Cloud computing security processes must take into account the security measures provided by the
cloud service providers, and organizations must understand the distribution of responsibility between
the cloud service provider and the cloud user. In order to prepare for a possible breach of cloud
security, it is necessary to ensure the continuity of the business and standardize the processes for the
backup of cloud data.
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Purpose

Cloud computing security-cloud security belongs to the lower categories of computer security, or
network security in the broader category of Information Security. Cloud security is concerned with a
set of policies, management tools, or security measures developed specifically to provide data,
applications, and infrastructure in the cloud. Cloud Access Security, on the other hand, can be defined
as a topic that takes into account where the data in the cloud security context is located and the right
to access it through the cloud. Most often, it deals with the provision of an identity management system
for cloud users.

Literature Analysis

One of the technologies that we are developing today is Cloud computing. The idea of such
calculations was first proposed in 1961 by John McCarthy (John McCarthy). That is, its computing
power is provided to users as a service [1].

In 1963 year J.S.R.Licklider began to study the idea of the global existence of a computer network. In
his opinion, a global existing network allows a person to access computer programs and information
from anywhere in the World [2]. He formulated the oldest ideas of the global computer network. As
a result, the network space appeared, where today there are cloud services.

Theoretical Basis

Cloud security is a sub-branch of emerging computer or network security that works with cloud
content security tools through a variety of management and infrastructure. Cloud-based security,
however, has nothing to do with cloud-based security measures and vulnerability management
software provided through a cloud-based antivirus or security service. It is segmented into the
challenges that cloud security providers and cloud customers face. Cloud providers are responsible
for delivering software, platform, or infrastructure as a cloud-based customer service. Cloud service
providers need to make sure that their customers’ applications and data are protected. At the same
time, it is the responsibility of the customer that the service provider takes the right measures to protect
the information. Cloud security challenges are divided into three main categories. That is, security and
privacy, compliance and legal issues. To ensure data security and its confidentiality, a number of
measures such as data protection measures, identity management systems, physical and personal
security measures, high level of assurance measures, application-level security measures and data
masking measures are used. To ensure compliance, service providers must comply with many data
storage regulations, such as the PCI DSS (payment cards industry safety standard), HIPAA(Health
Insurance capability and Liability Act), and the Sarbanes-Oksley act. They require regular inspection
and reporting procedures. When it comes to legal and contractual issues, there should be agreements
between providers and customers on liability, intellectual property and terms of service termination.
Cloud access security. Cloud access security can be defined as the Lower Zone of cloud security. This
is due to who is allowed access to this information. Access security is a very important issue in public
clouds, where many service providers provide shared services. ldentity management systems are
mandatory in any cloud. These systems can be either client identification management systems
connected to the cloud, or systems provided by the service providers themselves. If one access
technology is used between different SaaS (Software-as-a-Service) providers, the user can use the
same credentials when accessing all systems. To eliminate the great risk of abuse of access rights by
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service provider administrators, customers can install event logging monitoring tools.

What is the difference between Cloud Security and Cloud Access Security? Cloud security is an area
of computer security that deals with protecting cloud content using a variety of policies, controls, and
infrastructures. Cloud security is divided into different sizes, and cloud access security is one of its
most important dimensions. Cloud access security is concerned with ensuring cloud content
protection. Ensuring cloud access security is critical to ensuring cloud security.Because it eliminates
the possibility of unauthorized, unapproved users accessing data in the cloud and compromising the
security and privacy of the data stored in the cloud.

When we say threat intelligence to cloud technology is compromised, cloud management and control
are understood as the main security challenges. In cloud technologies, all resources are under constant
control by virtual machines. This is considered a high-profile threat, it is associated with Cloud
Management, serves as a single Information System, and it will need to build its overall protection at
a high level.

For this, of course, it will be necessary to apply risk probability management models in the cloud
infrastructure. On the basis of physical security, it would be necessary to have strict control over
access to the server and network infrastructure. With regard to physical security, network security is
in the first place. This model incorporates security against threats and eliminates them through the
firewall. The firewall acts as a filter and restricts the use of the data center network. In this case,
separate servers, that is, from those that are allowed to be used on the Internet, or servers within the
network. Virtualization as a platform plays the main role in cloud computing.

Results and Discussion

We analyze the most common threats to ensure data integrity and security in cloud computing. There
are several challenges in deploying cloud servers in cloud computing. The security requirements of
cloud computing are no different from the security requirements of a data center. But the virtualization
of the data processing center and the transition to the cloud environment cause new threats to appear.
Controlling computing power over the Internet is one of the key characteristics of cloud computing.
In many traditional data centers, engineers use servers that are controlled on a physical scale, and in a
cloud environment, they operate over the Internet. System-level provisioning of access-controlled
restrictions and transparent changes is critical protection.

Dynamics of virtual machines. Creating a new car, stop and restarting can be done in a short time.
They can interfere with physical servers. Such changes make the system difficulty processing the
security integrity. However, the vulnerability of the operating system or apps is uncontrolled in the
virtual environments and begins to quickly spread in a certain period of time (for example, backup. In
a cloudy computer environment, first of all, correct the system security status, it should be taken into
account that its status and storage should not depend on it.

Vulnerabilities in the internal virtual environment. Cloud computing servers and local servers use the
same operating system and applications. Remote hacking or malware threats are common to cloud
systems. Parallel virtual machines increase the risk of attack. Protocol-based threats and mitigation
protocols must detect malicious activity at the virtual level.

Protection of unused virtual machines. When the virtual machine is not active, the risk of damage is
greater. Access to stored images on Virtual machines will be enough. On a virtual machine that has
not started, it is impossible to start the software security, in general. In this case, not only should
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internal security be implemented on the virtual machine, but also at the level of the hypervisor(the
hypervisor is the computer that manages one or more virtual machines).

Zone security and network restriction. When using cloud computing, the zone network slows down
or disappears from sight altogether. As a result, security is not at a high level, and the network part
determines the overall security level. In the cloud, virtual machines will have to provide their own
security when limiting segments to different levels of reliability.

Attacks carried out through cloud technology and their elimination. Traditional attacks on software
this operating system, the vulnerability of network protokols, are considered traditional threats. In
order to ensure protection, problems can be solved by installing a firewall, antivirus, IPS and other
components[5]. It should be taken into account that such a way of protection should also work
effectively in the development.

Functional attacks on Cloud Elements. This type of attack is multipathli with the cloud due to a
common security printzip. On cloud security, the following can be obtained as a solution: when
protecting against functional attacks, the following sources of protection should be placed on each
cloud partition: DoS for proxy(Denial-of-Service-temporary suspension of the activity of the attacking
server), ensuring effective protection from attack, controlling the integrity of pages for the web server,
for server applications - applications on-screen, DBMS (Data Base Management System) for
SQL(Structured Query Language)Protection, data storage system to give the right back-ups (backup),
restrict access, etc. The above listed protections have been produced, but they have not yet been
assembled together to provide cloud-based protection. Therefore, at the time of creation of the cloud,
integrating them into a single system will be an impetus to the solution of the problem.

Many customers use the browser when connecting to the cloud. One of the attacks is Cross Site
Scripting, “stealing” passwords, capturing web sessions, and so on. The only correct and protection
from such an attack is mutual authentication with clear authentication and encryption of connections
(SSL-Secure Sockets Layer). But such a method of protection is much more inconvenient and time-
consuming to the creators of the cloud.

Attacks on the hypervisor. Hypervisor is one of the key elements for virtual systems. One of its main
functions is the distribution of resources to virtual machines. An attack on the hypervisor can result in
the fact that one of the virtual machines can take advantage of the memory, resources of another virtual
machine. It can also capture utarmak traffic, absorb physical resources and stop the virtual machine
from running through the server. They recommend the use of the necessary specialized products in
the virtual environment in the implementation of standard protection techniques. Integration of host
servers with Directory Services Active Directory(a bright database and a suite of services and tools
that deploy devices to connect to a specific network), as well as standardize the procedure for using
host server management tools. At the same time, denial of Service, which in most cases is not used,
for example, virtualization web access to the server.

Attacks on the control system. Many virtual machines used in the cloud require separate system
administration. Disrupting the control system in the virtual machines - it causes malfunctions, and by
blocking one virtual machine, it makes another virtual machine guilty.

One of the most effective security solutions in the cloud industry, Cloud Security Alliance (CSA),
was referred to by the public, in which the following data were analyzed:

Data storage. Encryption is one of the most effective methods of data protection. The provider, which
allows access to the data, must encrypt the client data stored in the data processing center, and when
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it comes to the use, delete them without a return.

Data security in transmission. The transmission of encrypted data can only be carried out after
aytenification. Reading or changing data, their use is carried out through reliable connections. Such
technologies are very well-known algorithms and reliable protokollar AES(protected form of
information encryption), TLS(ensuring the confidentiality of information), Ipsec(security of the
internet protocol).

Autetification. Password protection. When ensuring reliability, attention is paid to tokens and
certificates. The provider should act transparently when passing authorization with the identification
system. It uses LDAP (Light Directory Access Protokol) and SAML (Security Association Markup
Language) protokol.

Consumer insulation.Individual use of Virtual machines and virtual networks. The following
technologies should be introduced in Virtual networks. VPN (Virtual Private Network), VLAN
(Virtual Local Area Network) and VPLS (Virtual Private LAN Service). Providers often isolate
consumer data from each other because of code changes in a single application environment. Such an
approach is considered dangerous, it is able to find a way out of a non-standard code and use the data
of the client.

Key techniques in securing data protection in cloud technologies.

S || Basic techniques in providing

S
Legal A
\E\S“/d—[ data protection }P w
|

1-picture. Key in providing data protection in cloud technologies
techniques.

Legal techniques. Legal techniques include the production of regulatory acts, including
ensuring the safety and regulation of information relations between participants and normative -
methodical documents, provision of Information Security, etc.

The most important activities of these include:

- timely amendments and amendments to the state legislation, regulations in the field of
Information Security;

- elimination of conflicts related to international treaties;

- establishing responsibility for violations;

- limitation of powers in the field of Information Security;

- development and adoption of regulatory and legal acts.

Organizational and technical activities. Such techniques include the following:

- creation and modernization of information security system;

- effective use of tools in production, information protection and control techniques;

- to identify the risks arising from technical devices and applications in ensuring information security;
- certification of information security tools;

- control of personnel behavior in protected information systems;

- formation of system monitoring indicators and information security characteristics;

Economic activity. Economic methods include the following security:

- development of information security plans;

- financing of system improvement works together with organizational rights and
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organizational and technical techniques.

Service level adaptation. Currently, legal normative acts, the absence of rules for the regulation of
cloud resources, adaptation to the level of Service, are considered one of the most important criteria
of cloud computing providers[7]. Unfortunately, at the moment, many providers make the adaptation
at the service level so that they receive little responsibility for themselves as a result. Proceeding from
this, before using confidential information in cloud computing, it is necessary to choose providers that
are well adapted to the level of service.

Set up a cloud security channel up to the system. When communicating with the system in the cloud,
the channel is encrypted. When installing security channels, VPN (virtual personal network)
technologies are used. Nevertheless, that is, the presence of lower bounce reliability of
telecommunications in the network, and the confidence in the channel remains high. Depends on the
use of cryptographic tools (encryption, authentication, open-key infrastructure and the Prevention of
changing the data being sent). This method is the simplest and most reliable.lt protects against MITM
(Man in the middle) attacks. But this method only protects the system and channel communication in
the cloud. Information passing through the entire system is considered open.

Protection technology. Cloud protection strategy in the IT(Internet technology) industry allows to
ensure a very high level. At the same time it is considered to have the highest standards of protection
of personal data. ”Cloud computing " allows you to determine the requirements for each structural
level, setting the area of participants at all times. Today, measures for the implementation of such
requirements are being found. The main emphasis should be on the use of reliable distribution and
operation software.

The most common risks in cloud environments are theft of virtual machines from a state of running
state, modifications to the network topology of the IT infrastructure using only application parameters,
such as direct access to network protections in IT-related attacks. This risk is reduced due to the
protection of the virtual environment at all stages of its construction. That is, they are: within the
framework of virtual infrastructure, system administration and storage, hardware, system software
graph (hypervisor), etc.

Provide customers with hardware and software. Until now, the consumer will not come up with any
problems in the approach of software and hardware tools for encrypting IP - streams over SSL protokol
at work.Speed, processing can output up to a dozen Mbit/t. Currently, theififikatsiyles frirme, which
provides such services, is considered sufficient. The keys in consumer operating systems and the
protection of personal information in the corporate cloud are one of the major challenges in ensuring
information security. An electronic lock is installed on the consumer's personal computers. Such
locking can be controlled not only by the consumer, but also by the company's information security
service. But all this is only available in the private cloud, and the social cloud does not have these
opportunities.

Hypervisor, as a software tool, manages hardware resources and allocates resources between guest
operating systems. It is therefore the most vulnerable part of the virtual environment. Any broken
status of it, the guest will cause a malfunction in the operating system. Taking advantage of the
hypervisor brings in its place a variety of opportunities to evil-minded individuals. From a data point
of view, such access provides an opportunity to control all information flows that pass through the
hypervisor. Such opportunities give the right to general use of the virtual environment, namely: the
administrator of the virtual structure will have the right to use any information without restriction.
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Therefore, the security of information resources can be solved in a virtual environment. Logical virtual
infrastructure does not differ from physical infrastructure. Accordingly, the threats in the first are
considered relevant in the second. Then the media should be able to provide virtual infrastructure
protection, optimization of hardware resources. The use of information protections for rational
purposes in multi-volume virtual infrastructures helps to build at the hypervisor level. The main risk
probability in the cloud occurs throughualualization specification, the emergence of new entities - the
cloud management system and the systemualualization. Compromising one of them is equivalent to
risking cloud security. Virtual machines on physical servers in a Virtual environment can be quite a
lot. Virt if a simple antivirus is installed on the operating system of the upgraded server, 100 copies
of the antivirus on one physical hypervisor will occur. Each copy will have its own antivirus signature,
legal guardian: all this must be updated on time on all virtual machines. This results in a new extra
weight being added to the hypervisor, and physical server resources are beginning to be wasted
inefficiently.

Conclusions and Suggestions

The above solutions do their job by checking communications between virtual machines and analyzing
traffic from attacks occurring at the hypervisor level. Therefore, in the trading market, new products
that are produced for theualualization environment begin to appear. Undoubtedly, they work very
efficiently and have the most stringent facilities in management.

Regardless of the location of the cloud-based technology, it allows users to collaborate with an ever-
growing circle of users. These technologies deliver information in an economical and reliable way
and are characterized by Ease of distribution and updating. Cloud-based technologies that allow
information to overcome existing barriers, these are geographic, technological, social, etc.

The introduction of cloud technologies not only reduces the cost of purchasing the necessary software,
but also increases the quality and efficiency of the production process, as well as the openness of data.
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